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a)ﬁaém

b) fBfRiT

¢) FA-34-a-Afsa (MIT™) 89T
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3R a)'a?laﬂ?

2. fpfRiT gvat &1 wTufre e A 82

2) T 9Y SHTS B ©U H FAgT=Nd STHBRT IR

b) a1 DI YT HRA & o Sheh & 1Y Th Red B SfaRaArs Bl
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d) T&T JOT TR gHIGATYU! itFedaR RITUd ST
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a) JOFIQ, I 3R Ufehamy

b) JUGRUT, WAMSHT 3R Weiwia

¢) T, A& 3R oY

d) Th-itep, IO iR ufehary

TR a) I, AH-1D 3R UfhaTg
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BHAI
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9. MITRE ATT&CK & HeH H, "ufagpa srqs<ur &1 #1 U 82

a) Y&THD I BT URTEI0T 3R FYR B o o TR} & TagR BT SIIH01 Ho=eAl

b) FdGRITd Sl DI ARG Ugd ¥ §a o fo1T Thy oAl

¢) HHSIRI! Pl Sleh B & foTT FRef U VAT AT

d) ATy Tfafafer & fore Aead b &t FRE T

IR T) TETHD ST BT TIEUT 3R YR He & fore faRIRRN & sqagR &1 srgaur
BT

10. 9TEeR fher 999 & {5 a1 A gHaTar Hgidal fu U Rrew o) fAafa sar g e
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a)ﬁ?R'UT

b) HHM 3R
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12. e ®IF W AN § ST T T B B3 & fore ) vl & g gur
B AHT 3R Iga-T M 2|

a) SITTTY 3(UERT

b) Srel3fiTy

o) B7-37-5-ffsa (wmemsdium)

d) fefRi

IW: ¢) AA-g9-&-fafga (vrrv)
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T HIAd R ST Ieadl Pl b+ & fold
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a) TSI Ul o folu ATSeR YR 3MTST dHRAT

b) AR YRET T3 T SaTd T 3R I JHTYT H TgRIdT HIAT
¢) 313 Tafafert & forg gevae v o TR B
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1. T1078: Y @I
2. T1059: HHS 3R EHPT FeUeR
3. T1071: 39N URd Wil
4. T1046: Sicdd JaT IBIT
ITR: 2) T1078: Y WA

Incident 2: WannaCry ransomwarewwmgwm%ﬁﬁﬁmﬂ |
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So™I|

19. WannaCrymﬁﬁhﬁ%mmmmmwwmwm?

1. dRE-2017-0144 (ST
2. CVE-2016-0051 (SMBv2 JdI U< o)

3. CVE-2017-0199 (Priqa/asus e His fAure)
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Case Scenario: 1

3T TG, XYZ Inc. 7 BT &1 H U g1 &1 344 a1 STaf g eHandl &l T sHd Ui
g3 o HZ3N J Uelid ST 81 S = 3R fpan {6 A iRt YaeT=id Ul ST &l debTd
RIFIANRT B 3R TH GRI&T HU- Scrad o 18 AR tha RIad UaH H< | 50d § Wgsll &
TR U 3R 3HB-3May & SR Vol T UT| S & THY 918, By HHATRA! - 30 Jdl 9
HSBIS (U oM DI AT &I, 3R BT & U BT SR gATaR0T gl |

U URERT o 3MYR WR, Fgferiad usi & IR EifrT (1-5):
uf¥vewg # gitfd GIser @ & PR & Uga HI |

a) ATIWR

b) fofRiT

¢) ¥aT ¥ ITHR (DoS)

d) B9-37-2-fAfsa (mitm)

J: b) ORI

22: ufvewy A {5 fafRry PR ae-e &1 Iuai fear s e 82
a)w

b) fafRi

¢) I fopfRIT

d) &fei

IR d) R

Y URexy # gHd & 1D S A URom Ja 3ifre SHTEe-1 82

a) Globgardrg

b) STTREET
o) foxitg @y

d) Scal

I o) fag ey

24: THFIAT BT T Ta- TR ATSE Y& E DI AhTA T BIRATS BT 1MeY?

) GCAT R eAF A S

b) SHfaRe =R &1 GRI&T @ § RHART B

o) TUTFAT W1l BT 318 Fx SR JRE 3T = B

d) g+t HHRET | 31fies BRI BT SRIY BRd §Y TP ST Tl

FWR: o) TUTFAT WTal B 31&r B 3R Y& 3ATTSe IR= B
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a) FAGTRITA STl P YU a1t HHATRAT BT AT | gl

b) FAfird ATSeR YR&T SIFREahdT URIEUN T 6

¢) R&T ST Bl e v B

d) FHATRYT BT dgR Ugd o (o8 UrHas A1l H- & e Meifgd o

ITR: b) Frafira Argear GRam SIrREwdr UiRier any &9

Case Scenario: 2

S-PIY WIegRIY §F - 81 o1 H U T Jarefi § U Ag@yul Aqu™ &1 3Hd foar
21 Ps Ucl & AU, AY UTeH HU-! B! deuIge db Ugaq H oy 3, o st ik Wew
ST T BT T G3HT | ST e - IR, S8l <1 = Ur o a e deumge R Fefd ¢fthd
DI YR TG & HRUT GAT YT, S g1 HR | P U [T 7T SUBUN O I g3 UT| H1
&1 U1 B e @ 7, 3R 9 Higwr §f T gesf ! A & IuTdl R IR R 8 8

Y UNTRT & 3MYR R, Fafafad gl & IR SIS (6-10):
ufezy A afdfd gva & UPR &1 uga= &I

a) iR

b) HAIW

¢) feResges f&Tmad-3iw-fd™ (DDoS)

d) B9-37-2-fAfsa (mitm)

IW: o) fefesges f&-maa-sie-afdd (DDos)

27: DoS BHA 3R DDoS THA & o WU 3idr a1 82
2) TP DoS BHAT U &1 RIeH &1 afdid B3 & o &3 Jidl 1 ST &l 8, Jafd U

DDoS BHAT T gl Jid 9 ST giar g
b) T DoS GHAT A&d DI T Hd ¥ ¢fthh I HR T §, STdh DDoS §HAT 016 &1 d1G o1 &
forT < gHeiaT fobT 77T IUBRUN BT STUNT HAT B

¢) DDoS BHd &1 gaT # DoS §HE HH BINHRS gl |

) Plg SR ol 5; G Xeg [AHHI G|

W &) TP SIS g9l U Wi @ IIaiTd & 91 989 &1 91 3aT ©, JaiP TP
SEI3NTH gHAT T8I D) 91 & forw Hs GHSNAT fPT T IUSUN BT SUART HAT 2 |




28: FAuferfad A @ &9 T DDos gHA &1 AP yHEa g 22

a) o<t BTﬁ

b) de9TEC ¢t W gfs
o) TR &ff

d) Loss of Productivity

IR b)mmﬁq@
29: fHT T I0AA & DDos BHA BT Ut H31 & g IR & 3w Acad R ¢fvs
faafa s wfa 82

a)mw

30: Hfdw & SSINTH A & YU B HH B & (AT $-HAA AeYRIT 55 B 1
a1 Iur ary ST Tfge?

A. SHIATNT] & T-AT HH BT

B. DDoS XH HaT3fl &l a1
C. AT ¢ftheh TSR W &AM ¢
D. fop! UaR sed

JTR: b) DDoS A AT B AN] B

Case Scenario: 3

XYZ Tech Solutions Corp. = 8T &1 & 3[04 e TR T TfAfafe &7 Ual T g | S oA
WR, TSt IR&M EH 3 U b HfABIRGT & g YagT2id sHd &I 3c9y 3R sed faar
T, o TTeidw et iR WA faita Joeam gaiml 39 sifalad, wHamial 7 siidfve Tarsf
d% Uga B! DITRIRT HRd THI b aqalscﬁ'wgﬁﬁ?{ﬁ]ﬁ@ﬁaﬁ?aﬁl IREM & A HUHl
& IRIR & HidR Ue gF aIR-WTs Gicwqic B SURYMT 1 Ugd &1 3R Tag o for gHameR|
J Yead e B T B 3R R HRA & (o8 3 AT o |

9 URET & YR W, Fafafad gl & SaR ¢ (11-15):
31: ufve=g ¥ afvfd gve & UeR &) uga= S|

2) TSRS URie U (APT)

DERRIESEH

o) TA-3-2-fafga (vitm)
d) TdT ¥ ITBR (DoS)

IW: o) AF-g-e-fafsa oviiem)
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a) SITATH T

b) gHferTqul ars-wrg Fead

¢) THTHTE R

81 raeT-e quaE! ol are

IWR: b) GHTTTYU] IE-BTS Acad

Y UPR & THA BT UdT TTMH 3R Ad A P9 | FaRe Surg e F= Ihd U2
a)ﬁTF&Haﬁ—WBCWeﬁTWWW

b) Hcde TR &x A AR HAT

) UTIdS Uee OR U180 el
d) Fraftrd OideatR srase

IR U) PRI a18-BT18 Aead iR didieT &1 3ua

34; A TR =] (APTs) B B A fatwar afvfa uRewa & foe W urfe T8 82
a)a'f‘&rasﬁ?r

35: fAaferfaa ® & ®19 IT XYZ Tech Solutions Corp. & e TuT™ Mitv gHAI Bl P &
fore srg=ifra deriee Sura @2

a) TSl dTs-TTS glexic & G- H gla

o) FrdSi-e guHsit =R Uié & SUd BT Uiefed B

) Hdg=id gunferl deb Uga- & ol G-sReb THTUGRUT (2FA) AR Y
d) HHART UFAE0T TF HH B

IWR: o) HaGARNa Rived a@ Ugeq & fore S-aR® yHofiesor 2ra) ar #3




Case Scenario: 4

BT &1 H, XYZ PIURYE UReR gHd & RGR ganl, e uRumRas fgayul/HRt fa<ia
IHIM, TR FaU™ SR Ufafd &ifd g3 | g9 3 U & 9 ST 3R Edh STHdR! Bl
qferd fara, fore SHaTial SR WEd! & dlg IHH ¥U I H0$ G90d hd T | SIid J Tl
I foh §HAT U URSHd THg ¥ I g3 T, o1 Uga 37 ofdh1 ¢a iR ddb-ian! ab |
ST o R&f ETH I Bl b 3R &fd B HH dX & 1T 314 T Il §, B &
TIBRY TUTFAd BT 3R Fames aRomdl wfed S99 a1g ¥ S8 ¢ |

U URERT & 3MYR WR, FyfeiRad usi o IR ST (16-20):

36: URewy ¥ gftfd ArseR gva & foru Jvifad =0 & AR i wday are sifi_«ar
CAREEIE Kol

a) AIT
b) TTZeR WRIE

c)%‘%ﬁ?

d) 3=t g

ITR: b) ATSER SURTER

37: UNET ® Uga™ T Gk & AT & A1 S A 9o e St 1 55 87

a) fa<iig ey
b) ST

(c) TSI a1 TSI HRUI
d) Bf1 &1 i

W:a)ﬁ?ﬁ’q?ﬂ”
38: ATSER WaR| & by UHTT &1 uRexy # WY Irg T8 forar T 82

a) BT IR e gfkomm

b) HAIARI® 3R HIGATHS UHTT
c) TRIN &ffd

d) Ifaf¥d aifd

3 c)mﬁﬁ&lﬁ

39: TSER U & URUMHGEY XYZ Corporation aﬁmmrrﬁamﬁ?ﬁmm
BT IS APl o7

a) g fayrg H gfs
b) YHRIHD TR
¢) Frames ST SR SMUTe Sawaddng

d) IR=Te IaUMi | S
IWR: o) TRETAT ATYUTE] H HHI




40: TRET B Wﬁ?@%g’({, W%WW@W%WXYZ Corporationaﬁ
fa Srdw1iere Iura ot wrafirear 3+ @iz

a) Iod AT feig JR&T FHIYT AR BT

b) HHATRAT P HTH & oIt SR IUBUN BT IUTRT H & T Merfed BT
¢) g1 BT 3T HIAT 3R 31T dg11

d) HHATRT T AR JR&T UIRIEOT UG HAT

IR d) HHATRG] DI ATFAR YT URE0T TS HIAT

41. 3G hETUSt # gHaraR Gifsdl & 3@ Mt BT gardr 1 & e A &
e v A= 98 BT IUURT HRd B2

a) B B! Pt UG WSl

b) fOpfRAT SHS T1 BT o dF J I BT G1aT HRA &
¢) I IR 3UST Pl URIDHTT

d) YAt ST arel A% & AR U HRAl

IR: b) FPRAT SAS a1 Hicl &t dF T g1 BT a1 Hd 8

42. AT3ER (URTHY B RO S T} Ageaqul /T SITar 872

a) T8 ST & B 3R WISl o1 e a3 H Hag w1 g

b) TE <P HUTI & ol ATeh T Sfde® UgH Hdl 6.

¢) T8 eI IUUNT 3IR ftheh &l FgTa B

d) ¢ ISR YR& WiteadR & fo fae! aardr g

ITR: U) 8 W™ Y= He- 3N NSl 31 38 1 | Heg dear gl

g.mqﬁﬁuﬂaﬁwmmmhmﬁa{mwﬁﬁmmﬁm

a) faiTd A-1¢ D1 g&ar § GUR I

b) AT GEITETd BT 3R SRR B MR ST A &I yuIfad s
(c) TTd B U/ T gfg b

d) TRaE Acad Pt RRAT BT dgIaR

IR b) AP T&TTd BT 3R R 3R dfh T A9 ) yHIfad F3F

g.ﬁ@maﬁmw&ngmﬁwmﬁ%m&mﬁaﬁaﬁmwﬁ

2) Fafta S eneed ik use

b) HIICT UTGd HISSR YRE&M Gid bl ST

¢) §g-HRD THIUNHRUT (MFA.

d) ST AT 3R Tarad guTefi & g

IR: ) 9-B RS YHIUIHIT (THTHT) & STINT DI SHGHT HIAT




45. MR 3ms el fafaw 2008 & g &, #19 T1 g faviy v @ §-w1d iy &
TQMa1 3 & IexF A 82

®) gadeTD RePIS SR ey
) YHTUM W 0T &1 fafaa
¢) AIZER RTY JHYH & I
d) ST TR fermfeRr

3R a)mﬁﬁé&ﬁ?&aﬁu

46. BT T ITERUT YR ST Stftfam 2008 # feforea gxarer #1 yforeT «f gad
3TST T 82

a) 3R ¢y e iy A

b) SAFI D e JAUT HRAT
c)émﬁW%mm@rW@ﬂﬂ
d) JRE & foT afadird ST Uf=hy &

ST o) U gotagii-e 3gay $I YR S

47. T SeT fiiRue Aifew wwar 3 fr fasita dar davrge R 9@ safaard &R [RIT
? 3R 39w Ffeai =nfaa €1 3 fifaa € fp 3 srypfeat S @rar waeq ok fasila a=ea
DI gUIad B Gahdl 31 B 97 SAfUepR e fifiua &t faxdta Jar daarse w® st
AFRITT AFPRI B & AT (TSE B DI A a1 82

a) TG Sl & IR T Y dh Ugd BT HABR
b)@%ﬁ@ﬂ%ﬁﬂﬁ;ﬁw—ﬂmmaﬁﬂw

o) Rieraa Maru &1

d)@auﬁ%ﬁqﬁ‘&m&r@w

ITR: b) AR ST & YR 3R AT BT RIPR

48. TP SUANTH T ARG § TP STPT TR Sel APt Agatd & fomm faredt diar var
& Y TSI fHa1 747 Y11 @ JHSHET 918d & f6 S 91 1 |aren fbar mar o1 oik f5as
1Y 3R 59 IR A WYl 184 & [ ITPT ST HA HUTAT ST 38T 81 B T AP R
STINTH! B 3T SAfdaa ST AR nfafaftrl &1 aRiw iR R uar & 3
TP & IR A TSR YT B34 | HeH F97d1 82

a) SHTRATA ST & FUR 3R I BT 3fUBR

b) AfGITd ST &b IR T BRI db Ugd BT HABR
o) Rierad fAaru &1 sifdeRr

d) Se1 Iefaferct &1 SifierR

IR b) ATRITT ST P IR A STHHRI YT B BT AR




49. T5 W IUHIfae QST 1 U T SR 18?2

a) faR1ef d1hdl & ot Hear JeE|
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QUIZ (MODULE-1)

1.Which of the following is a common type of cyber threat that involves malicious software
designed to damage or disrupt systems?

a) Malware

b) Phishing

¢) Man-in-the-Middle (MITM) attack
d) Denial-of-Service (DoS) attack
Answer: a) Malware

2. What is the primary goal of a phishing attack?

a) To steal sensitive information by masquerading as a legitimate entity

b) To overload a system with traffic to disrupt service

c¢) To intercept and alter communications between two parties

d) To install malicious software on a target system

Answer: a) To steal sensitive information by masquerading as a legitimate entity

3. Which aspect of the CIA triad focuses on maintaining the accuracy and completeness of data?
a) Confidentiality
b) Integrity
c) Availability
d) Authentication

Answer: b) Integrity

4. Which of the following best describes a potential threat to "Availability" in the CIA triad?
a) Unauthorized access to sensitive data
b) Data corruption or tampering
c) Denial-of-Service (DoS) attacks
d) Data breaches

Answer: c) Denial-of-Service (DoS) attacks

5. What does TTP stand for in the context of the MITRE framework?
a) Tactics, Techniques, and Procedures

b) Tools, Technologies, and Protocols

c) Threats, Targets, and Plans

d) Techniques, Tactics, and Processes

Answer: a) Tactics, Techniques, and Procedures



6. What is the purpose of the Cyber Kill Chain model?
a) To identify and categorize stages of a cyber attack
b) To prevent malware from infecting systems

¢) To monitor network traffic for anomalies

d) To encrypt data during transmission

Answer: a) To identify and categorize stages of a cyber attack

7.Which of the following best describes a Distributed Denial of Service (DDoS) attack?

a) An attack launched from a single source to overwhelm a target

b) An attack using multiple compromised systems to flood the target with traffic
c) An attack that exploits software vulnerabilities to gain access to a system

d) An attack that involves phishing to obtain user credentials

Answer: b) An attack using multiple compromised systems to flood the target with traffic

8. What distinguishes cybersecurity from cybercrime?

a) Cybersecurity is about protecting systems, while cybercrime is about exploiting them

b) Cybersecurity involves physical security, while cybercrime involves digital threats

c) Cybersecurity deals with hardware, while cybercrime deals with software

d) Cybersecurity is the legal framework, while cybercrime is the technical implementation
Answer: a) Cybersecurity is about protecting systems, while cybercrime is about exploiting them

9. In the context of MITRE ATT&CK, what is the significance of "Adversary Emulation"?
a) Simulating the behavior of adversaries to test and improve defensive measures

b) Encrypting sensitive data to protect it from unauthorized access

¢) Installing security patches to fix vulnerabilities

d) Monitoring network traffic for suspicious activity

Answer: a) Simulating the behavior of adversaries to test and improve defensive measures

10. Which stage of the Cyber Kill Chain involves the attacker taking control of the compromised
system and establishing communication?

a) Delivery
b) Command and Control
c) Exploitation



d) Installation
Answer: b) Command and Control

11. What is a common purpose of using multi-factor authentication (MFA)?
a) To reduce the complexity of password management
b) To ensure that only administrators have access to systems
¢) To enhance security by requiring multiple forms of verification
d) To automate the process of password recovery

Answer: c) To enhance security by requiring multiple forms of verification

12.Fill in the blank: attacks involve intercepting and altering the communication
between two parties to steal or manipulate data.

a) DNS Hijacking
b) DdoS
c) Man-in-the-Middle (MITM)
d) Phishing
Answer: ¢c) Man-in-the-Middle (MITM)

13. What is the primary purpose of data protection laws?
a) To prevent data breaches at all costs
b) To regulate how personal data is collected, stored, and used
c) To ensure that all data is encrypted
d) To allow companies to sell personal data

Answer: b) To regulate how personal data is collected, stored, and used

14. What is the primary function of CERT-In?
a) To conduct cybersecurity audits for private companies

b) To respond to cybersecurity incidents and assist in their resolution
¢) To monitor internet traffic for illegal activities
d) To regulate internet service providers (ISPs) in India

Answer: b) To respond to cybersecurity incidents and assist in their resolution

15. How often are organizations required to report cybersecurity incidents to CERT-In according
to the 2022 cybersecurity directions?
a) Within 4 hours of identifying the incident



b) Within 6 hours of identifying the incident
¢) Within 12 hours of identifying the incident
d) Within 24 hours of identifying the incident

Answer: b) Within 6 hours of identifying the incident

16. Which of the following is a key component of implementing Zero Trust Architecture?

a) Using a single firewall to protect the network

b) Ensuring all devices within the network are trusted by default
c) Implementing strict identity verification and access controls
d) Allowing unrestricted access to internal resources

Answer: c) Implementing strict identity verification and access controls

Answer the questions based on the given scenario

Incident 1: The Aadhar database, which contains sensitive information such as names,
addresses, phone numbers, and biometric data of Indian citizens, has been compromised.
Attackers have gained unauthorized access to this data and are possibly exploiting it for various
malicious activities.

17. Which MITRE ATT&CK tactic does gaining unauthorized access to the Aadhar database most
closely align with?

a) Execution

b) Initial Access

c) Lateral Movement
d) Exfiltration

Answer: b) Initial Access

18. What MITRE ATT&CK technique could an attacker use to gain access to the Aadhar database
through compromised user credentials?

a) T1078: Valid Accounts
b) T1059: Command and Scripting Interpreter
C) T1071: Application Layer Protocol
d) T1046: Network Service Scanning
Answer: a) T1078: Valid Accounts

Incident 2: WannaCry ransomware is a type of malicious software that spread rapidly across
computer networks in May 2017. It encrypted files on affected systems and demanded a ransom
payment in Bitcoin for the decryption key. The ransomware exploited a vulnerability in the
Windows operating system, specifically leveraging the EternalBlue exploit to spread.



19. Which specific Windows vulnerability was exploited by WannaCry to spread rapidly?

a) CVE-2017-0144 (EternalBlue)

b) CVE-2016-0051 (SMBv2 Information Disclosure)

c) CVE-2017-0199 (Office/WordPad Remote Code Execution)
d) CVE-2015-0001 (Windows Kernel Privilege Escalation)

Answer: a) CVE-2017-0144 (EternalBlue)

20. After infecting a system, WannaCry displayed a ransom note demanding payment in Bitcoin.
Which MITRE ATT&CK tactic does this action represent?

a) Impact

b) Command and Control
c) Exfiltration

d) Discovery

Answer: a) Impact
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Module 2

Cyber Threat Landscape

Quiz (MM:30)

Case Scenario: 1

Your organization, XYZ Inc., recently experienced an
incident where several employees received an email that
appeared to be from the CEO. The email requested that these
employees urgently transfer sensitive company data and
provide login credentials for a secure company database.
The email had the CEO's signature and was sent during off-
hours. Shortly after, multiple employees reported their
accounts being compromised, and there was an unauthorized
transfer of company funds.

Based on this scenario, answer the following questions (1-
5):

1: Identify the type of cyber threat described in the scenario.
A. Malware

B. Phishing

C. Denial of Service (DoS)

D. Man-in-the-Middle (MitM)

2: What specific phishing technique is being used in the
scenario?

A. Smishing

B. Vishing

C. Clone Phishing

D. Whaling

3: Which motivation is most likely behind the attack in this
scenario?

A. Activism

B. Espionage

C. Financial Gain

D. Revenge

4: What immediate action should the IT security team take
upon discovering the compromise?

A. Ignore the incident

B. Transfer additional funds to a secure account

C. Disable affected accounts and initiate a security audit

D. Send out an email requesting more information from all
employees

5: What long-term measure should XYZ Inc. implement to
prevent similar attacks in the future?

A. Increase the number of employees handling sensitive data
B. Implement regular cybersecurity awareness training

C. Reduce the number of security audits

D. Encourage employees to share passwords for better
access

Case Scenario: 2

E-Commerce Solutions Inc. has recently experienced a
significant disruption in its online services. For several
hours, legitimate customers were unable to access the
company’s website, causing a substantial loss in sales and
customer dissatisfaction. Upon investigation, the IT team
discovered that the disruption was caused by an
overwhelming flood of traffic directed at the website,
originating from numerous compromised devices
worldwide. The company's reputation has taken a hit, and
they are considering measures to prevent such incidents in
the future.

Based on this scenario, answer the following questions (6-
10):

6: Identify the type of attack described in the scenario.
A. Phishing

B. Malware

C. Distributed Denial-of-Service (DDoS)

D. Man-in-the-Middle (MitM)

7: What is the primary difference between a DoS attack and
a DDoS attack?

A. A DoS attack uses multiple sources to target a single
system, whereas a DDoS attack originates from a single
source.

B. A DoS attack floods the target with traffic from one
source, while a DDoS attack uses multiple compromised
devices to flood the target.

C. A DoS attack is less harmful than a DDoS attack.

D. There is no difference; both terms are interchangeable.

8: Which of the following is NOT a typical impact of a DDoS
attack?

A. Financial Loss

B. Increased website traffic

C. Reputational Damage

D. Loss of Productivity

9: Which mitigation strategy involves distributing traffic
across a global network of servers to manage a DDoS attack?
A. Traffic Filtering

B. Rate Limiting

C. Anycast Networking

D. Incident Response Plan

10: What long-term measure should E-Commerce Solutions
Inc. implement to minimize the impact of future DDoS
attacks?

A. Reduce the number of employees

B. Implement DDoS Mitigation Services

C. Ignore minor traffic spikes

D. Increase sales promotions

Answers: 1: B,2: D,3: C,4: C,5: B

Answers: 6: C,7: B, 8:B,9: C,10: B
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Module 2

Cyber Threat Landscape

Quiz (MM:30)

Case Scenario: 3

XYZ Tech Solutions Corp. has recently detected unusual
activity on its network. Upon investigation, the IT security
team discovered that sensitive emails between executives
had been intercepted and altered, leading to
misunderstandings and potential financial losses.
Additionally, employees reported being redirected to fake
websites when trying to access internal services. The
security team identified the presence of a rogue Wi-Fi
hotspot within the company’s premises and suspected that
attackers had set it up to intercept and manipulate the
network traffic.

Based on this scenario, answer the following questions (11-
15):

11: Identify the type of attack described in the scenario.
A. Advanced Persistent Threat (APT)

B. Insider Threat

C. Man-in-the-Middle (MitM)

D. Denial of Service (DoS)

12: Which method used in MitM attacks is most likely
involved in this scenario?

A. DNS Spoofing

B. Malicious Wi-Fi Networks

C. SSL Stripping

D. Public USB Charging Ports

13: What preventive measure would have helped in detecting
and preventing this type of attack?

A. Use of secure Wi-Fi networks and VPNs

B. Implementing rate limiting on the network

C. Training employees on password management

D. Regular software updates

14: Which characteristic of Advanced Persistent Threats
(APTs) is NOT directly relevant to the scenario described?
A. Targeted Attacks

B. Persistence

C. Stealthy

D. DNS Spoofing

15: Which of the following is a recommended long-term
measure for XYZ Tech Solutions Corp. to prevent similar
MitM attacks?

A. Increase the number of public Wi-Fi hotspots

B. Encourage the use of public USB charging ports

C. Implement two-factor authentication (2FA) for accessing
sensitive systems

D. Reduce employee training sessions

Answers: 11: C,12: B, 13: A, 14: D, 15: C

Case Scenario: 4

Recently, XYZ Corporation fell victim to a cyberattack,
resulting in significant/huge financial losses, operational
disruptions, and reputational damage. The attack targeted the
company's financial data and customer information, leading
to widespread panic among employees and customers alike.
Investigations revealed that the attack originated from a
sophisticated group with access to advanced hacking tools
and techniques. As the security team works tirelessly to
contain the breach and mitigate the damage, the company's
executives are grappling with the aftermath, including
potential legal and regulatory consequences.

Based on this scenario, answer the following questions (16-
20):

16: Identify the primary threat actor likely responsible for
the cyberattack described in the scenario.

A. Nation-States

B. Cybercriminals

C. Hacktivists

D. Insiders

17: What motivation is most commonly associated with the
identified threat actor in the scenario?

A. Financial gain

B. Espionage

C. Political or social causes

D. Thrill of hacking

18: Which impact of cyber threats is NOT directly
mentioned in the scenario?

A. Legal and regulatory consequences

B. Psychological and emotional impact

C. Physical damage

D. Reputational damage

19: What potential legal challenge might XYZ Corporation
face as a result of the cyberattack?

A. Increased customer trust

B. Positive publicity

C. Regulatory fines and compliance requirements

D. Decreased operational disruptions

20: Considering the scenario, what long-term measure
should XYZ Corporation prioritize to prevent future
cyberattacks?

A. Implementing advanced endpoint security solutions

B. Encouraging employees to use personal devices for work
C. Ignoring the incident and moving on

D. Providing cybersecurity training to employees

Answers: 16: B, 17: A, 18: C,19: C, 20: D
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Module 2

Cyber Threat Landscape

Quiz (MM:30)

21. What do attackers in OTP fraud use a common method
to trick victims into revealing their OTP?

A. Sending a fake job offer

B. Phishing emails or calls claiming to be from a bank

C. Offering free software updates

D. Providing fraudulent investment opportunities

22. Why is reporting cybercrimes considered crucial?
A. It helps initiate investigations and protect victims.
B. It provides marketing insights for tech companies.
C. It increases internet usage and traffic.

D. It boosts sales for cybersecurity software.

23. How can a cyber attack on critical infrastructure affect a
nation's economy?

A. By improving the efficiency of financial transactions

B. By leading to economic paralysis and affecting banking
transactions

C. By increasing the availability of goods

D. By boosting the stability of transportation networks

24. What is NOT a recommended preventive measure for
strengthening an organization’s cybersecurity posture?

A. Regular risk assessments and management

B. Adoption of recognized cybersecurity frameworks

C. Ignoring the use of multi-factor authentication (MFA.

D. Implementing industry-specific standards and best
practices

25. In the context of the Indian IT Act 2008, which aspect is
specifically aimed at fostering e-commerce growth?

A. Electronic Records and Contracts

B. Regulation of Certifying Authorities

C. Cybercrime Prevention Measures

D. Data Protection Guidelines

26. Which example best demonstrates the role of digital
signatures in the Indian IT Act 2008?

A. Filing an online tax return

B. Verifying an electronic contract

C. Purchasing goods through an e-commerce platform

D. Encrypting personal data for security

27. A data principal notices that their personal information
on a financial services website is outdated and includes
errors. They are concerned that these inaccuracies might
affect their account management and financial transactions.
Which right allows the data principal to correct or update
their personal information on the financial services website?
A. Right to Access Information About Personal Data

B. Right to Correction & Erasure of Personal Data

C. Right of Grievance Redressal

D. Right to Data Portability

28. A user is unhappy because their personal data was shared
with a third party without their consent. They want to
understand what data was shared and with whom and seek
clarity on how their data is being handled. Which right
enables the user to obtain a summary of their personal data
processing activities and information about third-party data
sharing?

A. Right to Correction & Erasure of Personal Data

B. Right to Access Information About Personal Data

C. Right of Grievance Redressal

D. Right to Data Portability

29. What is a key objective of strategic planning in warfare?
A. Direct engagement between opposing forces.

B. Gathering and analyzing information about the enemy.
C. Implementing specific operations and maneuvers to win
battles.

D. Developing long-term strategies to achieve military
goals.

30. What is the primary role of the Data Protection Board of
India, as outlined in DPDPA Section 18?

A. To draft new data protection laws

B. To oversee the implementation and enforcement of data
protection laws

C. To handle marketing and public relations for data
protection

D. To regulate data storage and cloud computing services

Answers: 21: B, 22: A, 23: B, 24: C, 25: A, 26: B

Answers: 27: B, 28: B, 29: D, 30: B
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QUIZ (MODULE-3)

1. Which of the following is NOT a type of cryptographic algorithm?
a) Symmetric Key Algorithm

b) Asymmetric Key Algorithm

c) Hashing Algorithm

d) Linear Search Algorithm

Answer: d) Linear Search Algorithm

2. In symmetric key cryptography, the key used for encryption and decryption is:
a) Different

b) The same

c) Public

d) Private

Answer: b) The same

3. Which of the following algorithms is an example of asymmetric key cryptography?
a) DES

b) AES

c) RSA

d) MD5

Answer: c) RSA

4. The process of converting plain text into cipher text is known as:
a) Decryption

b) Encryption

c¢) Hashing

d) Encoding

Answer: b) Encryption



5. What does the term "brute force attack" refer to in cryptography?
a) Guessing the key by trying every possible combination

b) Intercepting the key during transmission

c) Analyzing the patterns in the encrypted text

d) Modifying the cipher text without the key

Answer: a) Guessing the key by trying every possible combination

6. Which of the following is an example of a cryptographic hash function?
a) RSA

b) AES

c) SHA-256

d) Diffie-Hellman

Answer: c) SHA-256

7. In public key infrastructure (PKI), what is the role of a Certificate Authority (CA)?
a) Encrypting data

b) Decrypting data

c) Issuing digital certificates

d) Generating private keys

Answer: c) Issuing digital certificates

8.What is the purpose of the SSL/TLS protocol in email communication?
a) Encrypting email contents

b) Verifying the recipient's email address

c) Compressing email attachments

d) Filtering spam emails

Answer: a) Encrypting email contents



9.Which of the following is a method to ensure the authenticity of an email message?
a) Digital Signature

b) Spam Filter

c) Antivirus Software

d) Firewall

Answer: a) Digital Signature

10.What is the primary function of a spam filter in email security?
a) Encrypting emails

b) Blocking unsolicited emails

c) Verifying sender identity

d) Archiving emails

Answer: b) Blocking unsolicited emails



QUIZ (MODULE-4)

1. Which of the following is incorrect concerning the SSL protocol?
a) SSLis a protocol that establishes a secure tunnel between the sender and receiver to ensure
confidentiality.
b) SSLis a protocol that establishes a secure tunnel between the sender and receiver to ensure
integrity.
c) SSLis a protocol that establishes a secure tunnel between the sender and receiver to ensure
availability.
d) SSLis a protocol that uses a digital certificate to ensure the service provider authentication.
Ans: C
2. Which entities are not members of the Public Key Infrastructure (PKI)?
a) Certificate Authority: A server or authority responsible for issuing the certificate
b) User: A client request for the certificate
c) Registration Authority: A server or authority does the registration of the request
d) DNS server: A server responsible for providing the IP address to send the certificate request
Ans: D
3. Which of the following is NOT a parameter in the INBOUND firewall rule of Windows?
a) Source and the Remote device Address
b) Source and the Destination device Port
c) Transport and Network Layer Protocols
d) Domain Name
Ans: D
4. DNS hijacking takes the users to the malicious website so that
a) User credentials will be collected
b) User activity will be recorded
c) User will be provided with incorrect information
d) Allthe above
Ans: D
5. Which of the following refers to the “changing the resource record in the cache to perform the
poisoning”?
a) DNS Poisoning
b) ARP Poisoning
c) SSL Certificate Spoofing
d) Firewall rule poisoning
Ans: A
6. Why does accessing public Wi-Fi bring a security issue?
a) The communication between the devices to the Wi-Fi access point may be insecure, allowing for
the man in the middle attack.
b) HTTPS-based communication always ensures a secure tunnel through the access point between
the device and the server.
c) Any malicious user can access the packets flowing in the air to collect sensitive information.



d) The Wi-Fi access point will not provide access to all the websites that we are intended to access.
Ans: A

7. Which of the following differentiates the firewall and the Anti-Virus of the machine?

a) Firewall is to secure the network, and Anti-Virus is to secure the machine

b) The firewall ensures access control, and the anti-virus controls authorization.

c) A firewall works as the gatekeeper and controls the incoming and outgoing packets, but the Anti-Virus
is the invigilator that controls the malicious activity in the machine.

d) The firewall controls the network layer packets, and the anti-virus controls the application layer
packets.

Ans: C

8. What is required to create the Web Server SSL certificate?
a) Domain Name

b) IP address

c) Owner Name

d) All the above

Ans: A

9. Phishing refers to

a) An attacker develops a malicious page that looks precisely the same as the genuine web page. The
victim accesses the malicious page, which seems the same, and provides the credentials.

b) An attacker uses the same domain name as the genuine domain, making victims access their page.

c) An attacker captures the user request packet going in the network through wireshark and extracts the
credentials.

d) An attacker develops an insecure web page to collect the credentials.

Ans: A

10. A new tab that gets opened from a home tab redirects the home tab to a malicious web page is
called as

a) Forward Tabsteal

b) Reverse Tabnabbing

c) Forward Tabnabbing

d) Clipboard stealing

Ans: B



QUIZ (MODULE-5)

1. Whatis'l'in acronym CIA?
a) Information

b) Intelligence

c) Integrity

d) Interact

Ans- Integrity

2) Which of the following services help in secure data in motion?
a) FTP

b) Geo-fencing

c) VPN

d) netcat

Ans- VPN

3) SHA1 hash is of how many bits?
a) 256

b) 160

c) 128

d) 64

Ans- 160

4) What is the full form of OWASP?

a) Online Web Application Security Project
b) Open Web Access Security Project

c) Online Web Access Security Project

d) Open Web Application Security Project

Ans- Open Web Application Security Project



5) Which vulnerability is the part of Broken Access Control?
a) Injection

b) Local File Inclusion

c) XSS

d) File upload vulnerability

Ans- Local File Inclusion

6) Which directory in linux include logs of most of the services and applications?
a) /usr/log

b) /var/log

c) /etc/log

d) /home/log

Ans- /var/log

7) What does DML stands for?

a) Data Managing Language

b) Disk Management Language
c) Disk Managing Language

d) Data Manipulation Language

Ans- Data Manipulation Language

8) Which of the vulnerabilities help in unauthorized access of database?
a) sQLi

b) XSS

c) CSRF

d) RFI

Ans- SQLi



9) Which of the following vulnerabilities help in session takeover?
a) sQli

b) XSS

c) SSRF

d) LFI

Ans- XSS

10) How an SQLi vulnerabiltiy can be patched?
a) Using blacklisting of IPs

b) Using HTML encoding

c) Using HTTPOnly flag

d) Using parameterized queries

Ans- Using parameterized queries



OS PROTECTION QUIZ

1. In Linux, which file contains user account information?

a) /etc/shadow

b) /etc/passwd

c) /etc/users

d) /etc/accounts
Answer: b) /etc/passwd

2. Which tool is used to manage user accounts in Windows?

a) User Manager
b) Account Manager
c) Local Users and Groups
d) User Profiles
Answer: c) Local Users and Groups

3.What does the permission 'rwxr-xr--' mean for a file in Linux?

a) Read, write, and execute for owner; read and execute for group; read for others
b) Read and execute for owner; write for group; no permissions for others
c) Write and execute for owner; read for group; execute for others
d) Read and write for owner; read for group; write for others
Answer: a) Read, write, and execute for owner; read and execute for group; read for others

4. How often should antivirus software be updated?

a) Once a year

b) Once a month

c) Weekly

d) Regularly, as updates are available
Answer: d) Regularly, as updates are available

5. In Linux, which command is used to update installed packages?

a) apt-get update

b) yum update

c) dnf update

d) All of the above
Answer: d) All of the above



6. What is the primary purpose of file permissions?

a) To enhance system performance
b) To control access to files and directories
c) To organize files
d) To increase storage capacity
Answer: b) To control access to files and directories

7. What is the primary purpose of the /etc/shadow file in Linux?

a) Store user permissions
b) Store encrypted passwords
c) Store user groups
d) Store user profiles
Answer: b) Store encrypted passwords

8. Which log file in Linux records authentication attempts?

a) /var/log/syslog

b) /var/log/auth.log

c) /var/log/kern.log

d) /var/log/dmesg
Answer: b) /var/log/auth.log

9. In Linux, which command can be used to view the last few lines of a log file?

a) head

b) tail

c) grep

d) cat
Answer: b) tail

10.Which of the following is NOT typically included in system logs?

a) User login attempts

b) Network traffic statistics

c) Application errors

d) System boot events
Answer: b) Network traffic statistics



